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21 June 1960

Agreed Guidance for the ‘I.mpller.rie'r;tati'on’_ of thé Presidential Directive
on Disclosures of Classified Intelligence
‘For the purPoée of pfoviding guidance .iri;__th.e"i,mple:mentatiqn of the
Pre’sidential Directive, the_.:follo“‘ring.'i‘s agrée_d,“up'on- by _thé U S. Intel-
‘ligence Board. To ;he extent 4pplicab1e, -this agreed guidance should
.be incorp;orgte'd in any rleétilatibns or _jhs_tr_uc,tioﬁs‘ issued in the im;ple-
mentation qf.‘vt‘he Pre‘siden‘v‘tia:l. ;bi‘.t;.e,ctive.. o |
.1. The Preéide.nt,ﬂ _;ip.higiDi.rective-.to fheu a.ddres_s_eef dép_artments
and a.gencies”con'c'erned, e#presges his, concern Qve_:‘rathe' se‘ri'ous
d‘ani'la.ge- caused: 't_o‘ national s\e.curii‘t'y and the harm :tﬁét-_ ha‘s be»gn qone
to the inteIliggnqe 'éf{or‘t '_thriﬁ)ug!vh' the ai)péa?ance 1n public'-in‘formation
media of claés_.ifi:e‘d_irit.é‘llilgvencé_ .te‘.-ndi‘ng‘ .fo reveal 'v,inte.klli'ge’nge _éources
and methods. The Presider;t diregts'.thafc immédi_até actibp ioe taken
to pr;event‘t}:ie ditscl.vés‘ure‘ of c‘lfas‘sified_ i'n‘telli'gerice ekcepj: to properly
authérized, recipi,enf:g. .‘ Further, in su?nmé.rizatidn _thé Pre\étﬁdent
~directs certain othef'ar‘c;i;)f}'s that:
- a. Disclosures shall be made -.sole.ly in consonance with
applicable statute s. and regulations.
- b. Existing procedures for cgntrolling. classified intelligence

shall be reviewed and-cbrfective-action taken where {nadequacies
are found. SECRET .
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c.. A continuing review shall be made of the dissemination

- 9f clasis'if.iedj \i‘ntelli-g.ence to ensure that it is confined.to authorized
" recipients on a. striét need-to-know basis.
d. . The appropriate Intelligence Chief shall assess the risks
to the national security and to the intelligence sources and methods
~_when release outside .of auth‘orized channels is considered.
e, . Reci'pier‘lts of classified -intell‘i'geﬂncel shall be made aware: of
the damage to intelligence sources and methods through improper
disclosure actions.
The President alﬁso requires the assurance of the issuance of proper
guidance in the.implementation of his Directive. é,nd‘, 'tha.t.- he be informed
of developments under this Directive ,_together-'wi'th appropriate recom-
mendationé. ,
. 2. The intent of the Presidential Directive is to ensure a greater
degree of protection to all classified intelligence and intelligence sources
and methods and prevent unauthorized disclosures of classified intel-
ligence information. The results desired by the President can be
- obtained by strict 'compliance with applicable controls, statutes and
regulations together with carefﬁl and continuing review to ensure their
adequacy. Further, the proposed disclosure of classified intelligence
outside of authorized channels shall be:carefglly. assessed. - Of special
concern, as a background to this Directive, is the fact that 'the most
damaging disclosures of classified intelligence in.the past several
- 2,....
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years have involved vital intelljéence sources. and methods having a
‘ direq:t:. bearing: ofx the :na.tional selcur;ity. This classified intelligence
l;la.s beven-di_sseminated officially in channels protected by authori.zed
code words or pz;oject designators ‘to'thos_e officials having an estab-
lis:iiéd need-to-know and properly authorized to receive such infor-
mation. It is in'this area of intelligence diAs’semination that greater
emphasis is neegied:in indoctrinating all recipients of the detrimental
effects of unauthorized disclosures and the requirements for strict

- compliance .with cont-r'ols governing such information.

- 3 This guidance is in addition to and does not supersede existing
special controls.governing th‘e handling qf such sensitive ‘intel'li'gence
as communications intelligence, code word and certain project
designated intelligence. . As a matter of policy, only under the most
exceptional circ-umstancesl. sho@ld clasgified-intelligence involving
sensitive sources and methods be cqnsidered:for. release to the public.

4. The guidance contained in this paperis a‘ppli_ca'bleuto all
classified intelligence. Certain classified intelligence, due to-its
sensitive nature,. requires special controls. The term ''sensitive
intelliéence"'as, used in'this paper is defined as that classified.:in,te‘l‘-
ligence which contains information, or which tends to reveal sources
or methods,. requi:ing. special controls upon vits disseminatign because
its dis closu_.re- could lead .to counte_ljaction (1) jeopardizing the continued

productivity of intelligence sources or methods which provide intelligence

-3 - : iy
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vital to the national security or (2) offsetting. the value of intelligence
vital to ;he nati;)nal security. Sensitive intelligence within thé meaning
6f the .foregoing should-be identified_*by'(l) code words authorized for such
use, (2) project designators, (3) the marking "WARNING NOTICE -
SENSITIVE SOURCES AND METHODS INVOLVED, ' or (4) any combi-
nation thereof.

5. Departmental and agency regulations should include. control
and review procedures establishing. the responsibility of the Intelligence
Chief fc.n.- the assessfnenf of the. riéks_ to the national security and to
the intelligence sources:and methods. involved when dissemination of
clagsified intelligence is cqnt_em_plated outside of authorized channels,
including releases: to the public. Such ’cont_rbl.and review pro'f:edures
should include: |

a. .Disclosure and Release Control:

(1) A review by intelligence authorities. of any classified

intelligence. proposed.for deciassification or for use or dis-
closure in backgrpund-brieﬁngs, symposiums, seminars,
speeches, writings for publication,. presentations, courses

of instruction, press rel'eas_esv,.formal‘.‘ and informal interviews
with press representgtives,‘ and other ;spects of public:rela-
tion activities whereby intelli/gence ‘sources and methods may
‘be revealed. A record,shoulé be maintained of any classified

intelligence declassified or authorized for disclosure and

-='4 -
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shonld-c,ontein .th‘e- ne.fne of the individual who .a.u_tho‘rivzed. such
action.
| (2) : Classified intelligence inadvertently discussed with
or disclosed to any pere_\en' or - persons not authorized for access
: to-euch»i_nte'l{ligenc.e should be made a matter of record by the
- responsible ofﬁcie.l and reported to the appropriate Intelligence
.~ Chief,
-{3) 1 Any person having. knew_l,e@ge-of any di_s.g:loeure of
. clae_sified .inte‘lligenee rnade, not in accordanee with the pro-
~visions.‘- of jth,e regulations and controls of the department. or
'agenc_:y concerned should .prornptly report it to the apprqpriate
) Intelligence Chief for action, Such'action may include (a)
-'_such-si_:epsuas_-a_;e feasible to r.-epair.'or.- limit the extent: of
. the damage, - (b) a- _reque_etf_orxinv_estiga.tion by appropriate
-authorities, (c) an.es-eeeement of the_ possible harm to intel-
1igenee sources. and methods _and notification to intelligence
-authorities concerned and (d) prompt notification to all.
official recipients that an unauthorized disclosure has.occurred
. together wiﬁ;h"a.;lyice of remedial action'to be-,te.ken.and' guidance
-for res”ponses to inquiries. vf~1'om‘ public media~r}epr'e‘senta'tives
. that may. result’ fz_'orn the compromise.

. (4) Existing procedures for the control and release of

classified intelligence should be reviewed and revised'in light

=5

~ SECRET :
Approved For Release 2009/03/23 : CIA-RDP94B00280R001200140024-5




| Approved For Release 2009/03/23 : CIA-RDP94BOOZ80ROQ1200140024-5
. ".qu: S 1  SECRET
of_'th-é ;forégoing and s_h_ould,betsgppllemen_ted by appropriate
enfo‘r,:c.ement ‘provisim}zs._ In -particglar, such pro_cedures
- shoﬁla- include. provisions whereby recipients of,,seri_s‘itive
- inAte.llligence ‘may duehtevrim_ine: wh_e_ther'-okr not individuals with
whon'; they are. ,i.'n c?;)nt_act._ are-aut_hor‘ize,d.:to re‘ceive'such‘
inte_llv;igenlcze .
. b. Disclo_sﬁre-and Release Techniques:
,(;) i Eac;h'Int.e'_1~1_igence Chief shou}d» establish procedures
for th,e assessment of risks to the naj:io_nal security and to the
, intélligence:§ourc_es-..:a.nd methods involved in._any,’pr-,oposed
dissemination of classified. intelligence outside ‘of authorized
qham}e'lsv.
(‘2‘) ‘Reléase-progedures should include in _t.he" assessment -

. of the risks those ways and means by which an attempt may

25X1

‘be made to sanitize intelligen¢e sources and methods.
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: (3 ) 'Sens.i_t'ix}e., :in“te:lnli.ge‘pce( disclosed in: offipi_a_i, b;_‘iefing»s
| ..za;nd béudgct.a,z.'y're_por_.ts; éhox;ld.beg.dgarly identified from. other
in_fo:rma;tivop'utilized‘in,suchbriefingsr and the fecipieﬁts

._rct:autic‘jne_a‘d”whe,n appropriate, of the harmful effec;s,itc.,na.tior;a1,

- security by dis,clossure- of the ipfqrrriation_.to unauthorized

*réciéiénts. - Similar measures should" be employed, when
ap‘i:rojpriate in dis closing sensitive intelligence to those Govern-
. ‘ment ‘o'.ffit;ials yvﬁo.deé.l ,.with.pu‘blic,me_di’a.. anle'vt{}xo cannot
r,eadiiy' be. éxpe,cte& to know the origin-of ail .informatién with
‘which’they are dgaling.
. (4) ‘?['h'_e_, pr_opq_sed.‘r.e_‘lea's.xe. q.ffcla_.s‘.si‘f_ied-_intélligepce..‘de_r_ivedv
.from:.a,‘joint‘ or combir_xed;project. of ,the intel}igevnce community

‘ shpuld consider the interests of other intelligence community

me‘m-by'ers,’pa,rticipating,inthe i_ntedll_v_igence‘ pr_bje Ct. e
. (E?) If a. depa;rtm’ent::or: agency authorizes the_ disclosure
of seps_itive_-int‘el'ligeiince};for anf'of the purposes set forth in
paﬁraéiaph 5.a..:(1), that department. or: a‘g‘enc;y"i"ss~ res‘pqnsibl’e{
to ipfdrm the. other members of the USIB of that action to-
gethe r with any sanitized .ver sion thereof prepared in accordance
‘with 'parag;aph 5. b (2).
6. Each‘idepartment".ax;d agency’ s_pquld develop a.continuing edu-
~cational program fo?.;..a;ll rec_ipients_ of classified intelligence co"nce,irning

‘the damage that can.accure to intelligence sources and methods through
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- ;hé-irﬁp;ope;;_disclqsur:q of '}juch;;irét‘,e;ligqn_'ce:.’z | Sgch-a;p:;gram ‘may
ir;clucjle. where: appr-tl:p;iat_:iej.:}(}r) 's,p_e;g_:i‘f} creii'zlxst:agce“s_;.,_ of‘_\l@hown ‘-uﬁaﬁthorized_
disclo suré s: of cla.s sified.'riptglligen;e,: i_ﬁvoiving ‘sg',n,sitix‘re ‘sources. and
) _ rhéthéds.,. (2) ai‘u‘;a.s se'és,rr}entzqu'the p:o,sv.s”ibile,’ harm resulting from such
| - d1s éijols'ure..s...' and ,;'_(3)."evxa.mple.s, §f the cqupterﬁme.a_s:ﬁpe_ s.that might be
taken by foreignl‘; intelligence _s\gfvi.ée,s.,'_ilzg‘ @egatg the-vir;fqrma.tio,n or .
‘the sources and methods: mvolved
- T. Cu_rr‘ent.»pra,cizlticgsi,'.g-o_r', the icliiig.s'é‘rn_inat_iqn“qf classified intel-.
‘ligence,. partic,u}a_',r_'_ly éepsitiye.;-_ip]';‘_e_l}i'ge;:xce;,W, gbqu}d'bél reviewed.and
revised where né ces :;‘a_,ry_ ir;:_o,‘rde r'to ‘ensure .‘?ragte gt_;ion- to .'ini;,e_}li gehc;e
‘sour ceé and ré'eth_odgi. i '_chh shouldmcludebut p‘o_’tv;__ be: .1imited 201 .
| a. Réviewingi_on a.;éoﬁ:if#;uing,bagi_éi the_,di‘g__s_enﬁina_t.i'o_n:-:of
classified fintel.-ii.gqnc;-Wi.,».th-‘:a* iiew to ensuring that such ‘:diész.em'i-

.nation‘v-j.s,,.‘ confined to auj:h,o_ljiied»rec‘ip,i'e‘_hts";_on a .ét:igt need-to-

‘know basis-, _ |
b, I'\’/Ijarlgi‘ng‘. of i.ntg'l:llig:en_c‘;_g .. When disseminated in bul;atins,_

‘ B'.r.iefs, and sim’ila.-:_'a;do,cumer}fis,’ : .s"_eing__i-tivg_:_:.irj;te_ll_i-geh‘ceAshoul_d_ be -
marked t;o distinguighi_t clearly from other -i;if,ormatibn,.nor;éal_ly
Aprin‘te_d m such '.dogume,pts ..

. 8. Addre,sseesy,shall consider the peed-f§r é,dditional, lleg‘iysvl‘a;ti.'on '

‘“a.,ls_ well as.,othérzme'ans.‘tq ex_l_s,ulr_f_’e‘_‘tlye, proper; prvot‘e.cfion.of thg .U‘. S. .

~intelligence ~e’ff9?t, ‘

= 8 <

SR . SECRET

Approved For Release 2009/03/23 : CIA-RDP94B00280R001200140024-5



